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Abstract

Cloud computing with AI to apply fault detection employing deep learning networks and autoencoders to industrial systems. Constructing a scalable real-time fault detection system with sensor data in an unsupervised manner using the fact that fault data usually tends to be insufficient in real industrial environments. The suggested framework makes use of autoencoders to learn normal system behavior, while anomalies are determined by comparing the reconstruction error of the incoming data. A cloud-based architecture supports the system to process large amounts of sensor data, making it scalable and fast in processing data. Experimental validation on real-world datasets proved the system to be effective, as it attained 99.35% accuracy, 99.49% precision, 99.48% recall, and an F1-score of 99.49%. Unlike conventional rule-based or centralized fault detection approaches, the proposed framework integrates cloud computing with autoencoder-based unsupervised learning to enable scalable and real-time fault detection from high-volume sensor data. This integration allows accurate identification of complex and previously unseen fault patterns while minimizing dependence on labeled fault data. Cloud-based processing further enhances scalability, computational efficiency, and detection accuracy, making the proposed approach suitable for large-scale industrial monitoring and predictive maintenance applications. Cloud computing integration helps with continuous observation and supports mass fault detection. The results validate that the proposed approach can be implemented in predictive maintenance in industries for improving the reliability of systems, minimizing downtime, and reducing operating costs. Future development will be aimed at increasing adaptability through incremental learning, extending it to multi-sensor systems, and integrating explainable AI (XAI) for improved decision-making.
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1 Introduction
AI and cloud computing have revolutionized fault detection across several disciplines, including power transmission, industrial automation, and health monitoring [1]. The fault detection mechanisms relied heavily on prior set rules and manual observation, and hence a response was delivered at a slow pace and with diminishing effectiveness [2]. With the scalability of cloud infrastructures and AI-based deep learning algorithms, fault detection is now rapid, precise, and highly automated. Deep learning algorithms of autoencoders, among other aspects, facilitate fault detection on complex and unknown fault patterns that are not detectable with traditional techniques [3]. Cloud computing provides real-time data collection, extremely large storage capacity, and parallel processing, through which training and deploying [4], the deep learning algorithm is an effective option. Such integration guarantees fault detection at early stages, reducing downtime, maximizing maintenance strategies, and making the system more dependable [5]. With industries creating enormous volumes of data, the mixture of AI and fog calculation is not an option but a necessity for fault detection systems in today's times [6]. From a learning paradigm perspective, fault detection methods can be categorized as supervised, semi-supervised, self-supervised, and unsupervised approaches [7]. Semi-supervised and self-supervised methods rely on limited labeled data or carefully designed pretext tasks, which are often impractical in real industrial environments due to label scarcity and evolving fault patterns. Therefore, this work adopts an unsupervised autoencoder-based framework that learns normal system behavior solely from unlabeled operational data [8].
Several reasons account for fault occurrence in contemporary systems, which demands intelligent schemes of detection, implying urgency [9]. In the case of power transmission grids, weather conditions such as storms, lightning, and temperature may damage equipment and disrupt normal operations [10]. Mistakes by humans, such as improper installation or delayed maintenance, once more raise vulnerability to faults. In addition, equipment wear, aging, and material fatigue add substantially to the rising instances of faults over a period of time [11]. In industrial IoT-based scenarios, network overload, sensor failures, or cyberattacks can result in premature faults. The interconnection of devices and high speeds of data transmission also make manual fault detection extremely difficult. In addition, differences in data quality, interference through noise [12], and lack of monitoring create complications that conventional systems cannot process efficiently [13]. Therefore, cloud-enabled AI-driven deep learning models should learn and recognize such complex patterns of faults autonomously with great accuracy [14].
Although there has been significant progress, integration of cloud and AI for fault detection has some challenges and limitations [15]. Confidentiality [16] and security of data are major concerns since sensitive operating data moved to the cloud become exposed to cyberattacks and data leakage [17]. The other limitation is reliance on high-quality, annotated data for deep learning model training because low-quality or missing data can result in erroneous fault detection and false alarms [18]. Computational cost is also an issue since deep models like autoencoders are expensive to train and require much processing, which translates into higher operational costs [19]. Besides, integrating AI hardware with old systems may prove cumbersome and taxing, requiring lots of human capital investment, software, and equipment [20]. Cloud communication latency could cause delay in reaction to real-time faults if edge processing is not sufficiently optimized. Additionally [21], deep learning models' interpretability remains limited such that engineers cannot understand and trust the reasoning process [22].
To tackle such issues, there are multiple solutions being researched and developed. Data privacy issues can be addressed with the help of sophisticated encryption techniques, edge-cloud infrastructure decentralized in nature, and strict access control regimes. To tackle the issue of having less labeled data, semi-supervised learning, synthetic data generation, and transfer learning techniques can be utilized to improve the robustness of the model. Low computation costs can be ensured through lean autoencoder models, model pruning, and pay-as-you-go resource models on cloud computing platforms. Legacy support can be achieved through middleware solutions as well as through phased migration practices, enabling zero-downtime integration. Latency is minimized through edge AI solutions that preprocess and filter critical fault data prior to passing it to the cloud for making decisions, hence speeding up decision-making. Finally, Explainable AI (XAI) techniques can enhance model explainability and make deep learning decisions interpretable for human operators. These solutions collectively ensure that AI and cloud computing keep transforming fault detection securely and reliably. Despite these advances, many existing industrial fault detection solutions remain limited by centralized processing, rigid rule-based logic, and insufficient real-time scalability when handling high-volume, multi-sensor data streams. In practice, such systems struggle to adapt to dynamic operating conditions and often require extensive labeled fault data, which is rarely available in real industrial environments.
This work is motivated by the need for a scalable and real-time fault detection framework that can autonomously learn normal system behavior while efficiently handling large-scale sensor data. By integrating cloud computing with autoencoder-based representation learning, the proposed approach advances beyond existing industrial solutions by enabling unsupervised fault detection, real-time monitoring, and elastic resource utilization. The cloud-assisted architecture supports rapid deployment, continuous learning, and high availability, making it well suited for modern industrial monitoring and predictive maintenance applications.
1.1 Objective

	Introduces a new fault detection framework for complex systems that encompass artificial intelligence and cloud computing. The new framework leverages deep learning models and autoencoders to identify faults effectively with essentially no labeled examples of faults.


	Fault detection within the model is greatly increased using autoencoders for identifying anomaly's fault detection performance.


	Integration of the cloud facilitates the framework to scale optimally, handle enormous data, and achieve real-time fault detection in complex and dynamic systems. Cloud-based solutions offer flexibility and extra computing power to continue monitoring indefinitely.


	A comparative performance comparison between the new model and conventional fault detection techniques, i.e., autoencoders and LSTM autoencoders, has been performed in the present work, where it has been noticed that the new model detects low-level faults more accurately than conventional methods, particularly for dynamic data.


	Cloud infrastructure has been established through research to manage and store large volumes of sensor data efficiently and to feed deep learning-based models to identify faults. Proper utilization of cloud computing improves the fault detection mechanism in its global design with improved reliability and increased availability.


	Its potential usage is evidenced by a case study involving experimentation exhibiting likely real usage, i.e., predictive monitoring and maintenance of machinery in factories to enable optimization of the systems and prevention of downtimes.



2 Literature survey
Saba Raoof and Durai presented that the development of DL and IoT has revolutionized sectors such as healthcare, farming, and industry [23]. By making these technologies an integral part of cloud services, IoT expands the potential of applications while cloud computing facilitates IoT using data analysis [24]. This research covers smart healthcare technology, such as deep learning, IoT, fog computing, and their challenges. It emphasizes the tremendous SHSs to enhance disease diagnosis, persistent monitoring, and treatment, particularly in rural areas, making it easy and efficient to access healthcare services [24].
Ghazimoghadam and Hosseinzadeh suggested a vibration-based SHM framework with an unsupervised deep learning technique using multi-head self-attention for damage detection [25]. Multi-head self-attention LSTM autoencoders systematically align reconstruction errors relating to the undamaged state to improve damage localization and damage quantification [26]. The early assessment through reference of laboratory setups and a full bridge showed the performance of MA-LSTM-AE is better than those of early damage detection and localization with LSTM autoencoders (LSTM-AE) and simple autoencoders (AE), such as loose bolts, hence justifying the advantage of the attention mechanism in structural damage diagnosis [26].
Shimizu's system with unsupervised deep learning is studied from purely well usual information [27]. The system uses an autoencoder design and classifications of one-class support vector machine [27]. A case study is done through a big railway door system dataset to reveal how well the bidirectional long short-term memory autoencoder performs relative to other models with F1 scores of 0.970 and 0.966, respectively (Wang et al., 2025). The model remains very adaptive and robust regarding accurate variational time-series data. This approach enables efficient anomaly localization and detection while not requiring labeled data that feeds back into reasons for failures [28].
Al-Quayed proposed a prediction model to prevent and prioritize cyber intrusions in wireless sensor networks (WSNs) for Industry 4.0. The prediction model integrates intrusion detection models with the machine learning and deep learning paradigms, viz., decision tree, MLP, and autoencoder. Simulation results indicated that the decision tree model is 99.48% and the MLP model is 99.52% accurate, which is much better than the chance woodland and logistic regression models as benchmarks. The framework above thus strengthens network defense by way of prompt detection of high-risk intrusions and subsequent countermeasures for protecting sensitive information within Industry 4.0 contexts [29].
Ucar presented new advances in AI-based PdM for implementation on critical components, reliability, and emerging trends [30]. It covers the SOTA techniques, challenges, and prospects of AI-based PdM, i.e., integration in practical applications, human-robot collaboration, and ethics. highlights future emerging research areas such as digital twins, metaverse, generative AI, cobots, blockchain, trustworthy AI, and IIoT. It also consists of an end-to-end review of current techniques and applications to improve PdM systems with the assistance of emerging technologies [31].
The novel approach employs CNN-AE to detect faults learned earlier while simultaneously detecting new fault conditions during system operation [32]. Annotated spectrograms from raw sensory signals are utilized to train a model with two sub-models: one for fault classification and the other for novelty detection. Experimental confirmation of the presented approach is attained through an experimental case study of a malfunctioning machinery simulator, thereby verifying its effectiveness to enhance the precision of fault detection [32].
Nagarajan introduced a CED–SEDC hardware-level fault detection framework that improves efficiency and reliability in cloud and big data systems; inspired by this, the proposed method applies similar early, scalable reliability principles to enhance robustness while minimizing computational and software overhead [33].
Chan et al. examined the use of DNN platforms, particularly their complexities and high-performance computing needs [34]. It outlines several DNN architectures and why cloud platforms should be utilized to learn and make predictions efficiently [35]. The paper analyzes cloud computing platforms for DNN deployment and brings forth real-life applications to highlight their benefits. Also, it discusses the issues of deploying DNNs in cloud infrastructures and delivers advice on optimizing present and future placements for better performance and scalability [35].
It suggests a hybrid framework of deep learning and feedforward neural networks acting as an autoencoder for detection of DDoS attacks in SDN [36]. It was tested and trained with ISCX-IDS-2012 and UNSW2018 datasets and revealed remarkable scores. Moreover, it performed well when the model used a dynamic dataset, which justifies its usefulness for real-time detection. Such a strategy offers a sound solution to the security of SDN that can effectively counter DDoS attacks in dynamic and challenging network environments [36].
Jain and Mahant presented the request of ML to dynamic telecommunication system management for circulation prediction, resource allocation, and fault detection. Advanced ML algorithms such as LSTMs, reinforcement learning, and autoencoders were used and compared and demonstrated notable improvement over legacy systems in traffic prediction, bandwidth usage, and fault detection [37]. Real-time evaluation in hybrid edge-cloud environments ensured low latency and scalability. In spite of data quality and computational burden concerns, the findings point to the revolutionary potential of ML to enable smart, adaptive, and proactive network optimization [37].
Attacks against cloud infrastructure are fairly new—the fifth chapter exemplifies an elaboration of an Attack Detection Framework (LRDADF) to identify and neutralize low-rate DDoS attacks in cloud computing [38]. The framework comprises deep learning methods, such as deep CNN and a deep autoencoder, as modules in HA-LRDD. Moreover, with the defense system against the attack, DLDM is set to prevent the attack impact as much as possible since individuals have to use infrastructure smoothly. The simulation results prove that the proposed framework is effective in the relief and detection of low-rate DDoS attacks [38].
Zheng et al. delivered an impression of intelligent process responsibility, discovery, and analysis in chemical manufacturing, highlighting the issue and need for more intelligent FDD solutions to address complex real-world issues [39]. Despite advancing FDD methods, most are still not sufficient for industrial applications, limiting commercialization of efficient tools. The article criticizes emerging FDD methodologies in the framework of smart FDD buildings and presents the authors' research to advance the field. Future prospects and opportunities for process safety enhancement and industrial FDD software development are also considered [39].
An LSTM-AE-based sensor fault detection method is introduced to identify anomalies in IoT sensor data [40]. The LSTM-AE is trained on normal data to forecast future data points and generate statistical features with the aid of Shapley Additive Explanations (SHAP). A machine-learning classifier uses these features to identify the fault, while a second classifier identifies the type of fault. The proposed method was validated by two sensor datasets with an excellent fault detection performance, and almost perfect classification could be attained with a slight tuning of feature calculation [40].
2.1 Problem statement
The emergent evolution of knowledge such as DL, IoT, and cloud computing presented new tests to various industries such as telecommunication, manufacturing, and healthcare [41]. While these technologies have reduced the complexity of systems such as predictive maintenance and smart healthcare, they are also prone to the key issues of fault detection, cybersecurity, and wise management [42]. Traditional process FDD and anomaly detection methods do not work effectively in dynamic and complicated real-world settings [43]. Low-rate cloud network DDoS attacks, for example, or detecting nascent faults in industrial control systems are a very severe challenge against the complexity and heterogeneity of such issues. Just as challenging is getting machine learning models to function reliably and effectively in real-time across varied environments [44]. This research attempts to fill such gaps by integrating next-generation AI techniques, including deep learning, autoencoders, and machine learning classifiers, into enhancing detection, classification, and mitigation in dynamic systems [45]. Recent studies have explored semi-supervised and self-supervised learning for fault and anomaly detection. While these methods improve representation learning using limited labels or surrogate objectives, their performance depends on data consistency and task design. In contrast, unsupervised autoencoder-based approaches remain more robust and scalable for industrial systems, as they eliminate dependence on labeled fault data.
3 Proposed methodology
Proposed for fault detection, it consists of a series of steps. Data collection is first done, where sensor data or relevant system data is gathered. The data is then preprocessed by cleaning the data and replacing missing values so that it becomes ready for analysis and its quality is guaranteed. The preprocessed data is then loaded into a cloud environment to facilitate scalable storage and processing. At the classification level, autoencoders are utilized to identify the normal mode of operation of the system and also to decide on anomalies by computing the difference of the reconstruction error. The system classifies based on the reconstruction error as either fault detection or fault non-detection. This method provides efficient and scalable fault detection with real-time capabilities and minimal reliance on the labeled data Figure 1 shows the fault detection using autoencoders in cloud-based systems.
The proposed system architecture follows a layered data flow from sensor acquisition to intelligent fault detection. Initially, real-time sensor data are collected from industrial equipment and transmitted to the edge layer, where basic preprocessing operations such as noise filtering, normalization, and missing value handling are performed. The preprocessed data are then forwarded to the cloud infrastructure, which provides scalable storage and computational resources for deep learning model execution. Autoencoder-based models learn normal operating behavior and compute reconstruction errors, which are analyzed to identify anomalies or faults. The fault detection results are finally communicated to monitoring dashboards or control systems, enabling timely decision-making and system intervention.
	[image: Thumbnail: Fig. 1 Refer to the following caption and surrounding text.]	Fig. 1 Fault detection using autoencoders in cloud-based systems.



3.1 Data collection
Data supplied by Schneider Electric is for responsibility discovery and analysis in manufacturing procedures from sensor readings. It is a time series sensor reading of a PT100 temperature sensor in an industrial environment that is exposed to dust and vibrations. The data can be corrupted or noisy due to many reasons, e.g., process equipment malfunction or system faults. The objective is to implement machine learning methods such as ANNs, and choice trees, and sophisticated methods such as denoising autoencoders and LSTM networks, so as to detect and diagnose faults in sophisticated mechatronic systems with a view to enhancing system performance as well as productivity. The PT100 temperature sensor dataset is selected due to its widespread use in industrial environments for precise temperature monitoring under harsh operating conditions. PT100 sensors are commonly deployed in manufacturing systems where temperature variations, mechanical vibrations, dust, and electrical noise are prevalent. These characteristics make the dataset well suited for evaluating fault detection performance under dynamic environmental conditions. The presence of noise, gradual sensor drift, and abrupt fluctuations provides a realistic test scenario for validating the robustness and practical applicability of the proposed fault detection framework.
3.2 Preprocessing
Preprocessing is an extremely crucial process to prepare the dataset for fault detection and diagnosis activities. Preprocessing involves cleansing the data by removing missing values, removing noise, and resolving any inconsistency caused due to sensor failure or external interference. Techniques like imputation (e.g., using k-Nearest Neighbors or deep learning methods) are used to fill in missing values, while noise-reduction methods like filtering or smoothing are used to increase data quality. Additionally, the data is normalized or standardized to put all features on a uniform scale so that data becomes even more suitable for training machine learning algorithms.
3.2.1 Data cleansing
Data purgative is a procedure to improve the quality and homogeneity of the data set by removing errors like missing values, outliers, and noise. Imputation is a common method to handle missing values where missing values are replaced from existing data. Missing values can be filled, for example, by the mean μ of the data in question, as shown below:
[image: Mathematical equation](1)
where ximputed is the missing value imputed by the mean, μ is the mean of the data, calculated from the existing data points, n is the sum of information opinions in the dataset that have valid values, xi is the individual data points in the dataset which are not missing, [image: Mathematical equation] is the sum of all the valid data points, and [image: Mathematical equation] is the fraction part, which means we divide the sum of the information opinions by the number of valid information opinions to obtain the average.
3.2.2 Handling missing data
Missing data handling is a critical operation in data preprocessing since incomplete datasets have the ability to adversely affect the accuracy of machine learning algorithms. Imputation is one simple method used to handle missing data, where the missing values are approximated with the available information. One method of imputation is substituting missing values using the mean μ of the available data points. The formula for replacing missing data ximputed is:
[image: Mathematical equation](2)
where 
[image: Mathematical equation]
 represents the missing data point to be filled, μ the mean of the available information, n the sum of available information facts, and xi represents each available data point. The data preprocessing procedure follows a concise and structured workflow to improve readability and logical progression. Initially, raw sensor data are cleansed to remove noise and inconsistencies using filtering and smoothing techniques. Next, missing values are handled through statistical imputation to ensure data completeness. Finally, the processed data are normalized or standardized to a uniform scale, enabling stable and unbiased training of the proposed deep learning models.
3.2.3 Sliding window and stride selection for time-series sensor data
In real-time industrial monitoring systems, continuous time-series sensor data is segmented using a sliding window approach before being fed into the fault detection model. The window size defines the number of consecutive sensor samples considered together, allowing the model to capture short-term temporal behavior and evolving fault patterns.
A moderate window length is selected to ensure sufficient temporal context while maintaining low computational latency, which is essential for real-time fault detection. The stride determines the step size between consecutive windows and controls the degree of overlap. A smaller stride enables frequent updates and timely fault detection, whereas a larger stride reduces redundant computation.
This window-stride configuration provides an effective balance between detection accuracy, computational efficiency, and real-time responsiveness, making the proposed approach suitable for deployment in streaming industrial monitoring environments.
3.3 Classification using autoencoder
Autoencoder classification is to train an autoencoder to capture a low-dimensional picture of input data and employ the reconstruction error as a criterion to classify various types of faults or detect anomalies. In fault detection, the autoencoder is skilled at usual information, and the reconstruction error of the autoencoder is employed to detect normal and faulty data. The mathematical representation of an autoencoder can be expressed as:
[image: Mathematical equation](3)
where 
[image: Mathematical equation] the reconstructed data from the autoencoder, x the input data, θ represents the masses and prejudices of the neural system, and [image: Mathematical equation] represents the encoding-decoding function that reconstructs the input Figure 2 shows the classification using the autoencoder.
	[image: Thumbnail: Fig. 2 Refer to the following caption and surrounding text.]	Fig. 2 Classification using autoencoder.



3.3.1 Input data
Input data implies raw data that has been fed into an autoencoder model. It may originate from various sources, namely, sensor data, images, time series data, etc. Input data can thus be symbolically defined as:
[image: Mathematical equation](4)
where X represents the entire dataset, [image: Mathematical equation] represents the individual information opinions in the dataset, and n represents the entire sum of facts and ideas in the dataset.
3.3.2 Encoder
The input data, thus represented, has been learned by an encoder. The neural network compresses the contribution into a limited set of topographies through a few or a single layer. The encoder transfers the contribution data onto a dormant interplanetary.
[image: Mathematical equation](5)
where x represents the input data, θencoder the bulks and biases learned by the encoder, and z the encoded representation in the dormant interplanetary.
3.3.3 Latent space
The autoencoder's bottleneck holds the encoded information. It possesses the greatest significant topographies, or the contribution data in its beaten form. The autoencoder tries to acquire the important topographies of the input in the latent space such that it can restore the input from this compressed state. In the proposed framework, the latent space captures the most discriminative features of sensor data, enabling separation between different operating regimes, sensor behaviors, and fault severity levels. Normal operating conditions are encoded into a compact and consistent latent manifold, while deviations caused by abnormal operating states or increasing fault severity result in distinguishable shifts in latent representations. Differences across sensors and operating environments are reflected through distinct activation patterns in the latent variables, improving generalization in multi-sensor settings. Visualization or clustering techniques such as PCA, t-SNE, or k-means can further be applied to latent features to reveal structured distributions and separable patterns, providing additional interpretability of the learned representations.
3.3.4 Decoder
Restores the unique input from the prearranged data in the dormant planetary. The decoder maps the compressed features back to their original data representation by learning this. The decoder reverses essentially the encoding step, and reconstruction is compared against the original input data to estimate the error.
[image: Mathematical equation](6)
where 
[image: Mathematical equation] the reconstructed data, z the encoded representation from the latent space, and [image: Mathematical equation]
 represents the weights and biases learned by the decoder.
3.3.5 Reconstructed data
The output of the decoder is reconstructed data 
[image: Mathematical equation]. In an ideal scenario, X should be as near to the original contribution information X as possible. Reconstruction error, i.e., the input minus reconstructed data, is a critical measure of whether the input is normal or not.
3.3.6 Fault detection
Reconstruction error is extremely significant. When the error is significant, it suggests that the autoencoder was not able to reconstruct the input correctly, and thus, the input may be faulty or anomalous. The reconstruction error is defined as:
[image: Mathematical equation](7)
where E is the reconstruction error, [image: Mathematical equation] is the unique contribution information, X is reconstructed data and 2 is the Euclidean distance, a widely used measure for calculating the change between the recreated and unique data?
3.3.7 Reconstruction error threshold selection
In this study, faults are detected by comparing the reconstruction error with a threshold value derived from normal operating data. After training the autoencoder using fault-free samples, reconstruction errors are computed for all normal instances to characterize their statistical distribution.
Let the reconstruction error set be denoted as 
[image: Mathematical equation]. The mean μ and standard deviation σ of the reconstruction error are calculated as:
[image: Mathematical equation](8)
Based on this statistical modeling, the anomaly detection threshold T is defined as:
[image: Mathematical equation](9)
where k is a sensitivity parameter controlling the trade-off between false positives and false negatives. If the reconstruction error of a new sample exceeds the threshold T, the sample is classified as faulty; otherwise, it is considered normal. This statistically driven threshold selection improves robustness and ensures better generalization across varying operating conditions and noise levels.
3.3.8 LSTM autoencoder for temporal dependency modeling
In industrial fault diagnosis, sensor data is inherently time-series, where current measurements depend on previous observations. Unlike conventional autoencoders that process each data sample independently, the LSTM autoencoder is designed to model temporal dependencies by incorporating memory cells and recurrent connections.
The LSTM encoder captures both short-term variations and long-term operational trends in sequential sensor data, while the decoder reconstructs the entire sequence using this temporal context. This enables effective detection of gradually evolving faults such as sensor drift, thermal instability, and progressive equipment degradation.
Due to its ability to learn time-dependent patterns, the LSTM autoencoder often demonstrates improved performance in dynamic fault detection scenarios. However, its sequential nature can make it more sensitive to accumulated noise across time steps, which explains the observed performance differences compared to standard and denoising autoencoder models.
3.4 Cloud storage management
Cloud storage management is the efficient organization, storing, and recovery of info in the cloud system. Cloud storage management includes data organization; the devices' information is readily accessible, secure, and scalable. Planning for data redundancy, backup, and disaster recovery is also included in cloud storage management so that there is high reliability and availability. It involves controlling access to sensitive data using permission management, encryption, and authentication methods. Moreover, cloud storage management optimizes performance using services of data lifecycle management tools, such as automated tiering, archiving, and redundant data deletion, thus reducing cost and improving system performance.
3.4.1 Deployment cost, resource allocation, and maintenance
The proposed cloud-integrated sensor data processing architecture supports cost-effective deployment for large-scale industrial environments by leveraging cloud pay-as-you-go pricing models, thereby reducing upfront infrastructure costs. Cloud resources such as computing, storage, and networking are dynamically allocated based on real-time workload requirements, ensuring efficient utilization during both normal and peak operations. Maintenance overhead is minimized through centralized cloud management, enabling remote system updates, automated monitoring, and scalable model retraining without disrupting manufacturing processes, which supports global industrial adoption.
4 Result and discussion
All experiments were conducted on a cloud-based computing platform configured to support scalable deep learning workloads. The experimental environment utilized a Linux-based operating system with Python and deep learning frameworks such as TensorFlow and Keras. Model training and evaluation were performed using multi-core CPU resources with optional GPU acceleration to handle large-scale sensor data efficiently. This cloud configuration ensures consistent performance, scalability, and reproducibility, enabling meaningful comparison with future studies conducted under similar industrial monitoring conditions. AI and cloud computing in this research to identify faults through deep learning models and autoencoders has been found to be a potent way to increase system reliability and reduce downtime. Testing the performance of the suggested system to identify faults has achieved outstanding performance, with accuracy, precision, and recall values signifying superior performance of the model in correctly labeling faults and non-faults. Training and validation results also indicate that the model attained nearly perfect accuracy with some fluctuation in training and validation accuracy, indicative of possible overfitting. Cloud storage usage over time and confusion matrix analysis also prove the scalability and stability of the system. The precision-recall curve and ROC curve support the extremely high quality of prediction performed by the scheme with a mind-boggling AUC score of 0.9833. These results demonstrate the AI fault detection system's better performance in handling dynamic data inputs and fault detection precision in a wide range of industrial applications. The influence of threshold selection on fault detection performance was examined. The results indicate that small changes in the threshold value do not significantly affect detection accuracy, demonstrating the robustness of the proposed method across different datasets and operating conditions.
4.1 Robustness analysis under varying noise intensities
To further evaluate the robustness of the proposed denoising autoencoder–based fault diagnosis framework, controlled noise injection experiments were conducted. Gaussian noise with varying signal-to-noise ratio (SNR) levels was artificially added to the sensor data to simulate different operating environments, sensor degradation, and external disturbances commonly encountered in industrial settings.
Specifically, three noise levels were considered: low noise (SNR = 30 dB), medium noise (SNR = 20 dB), and high noise (SNR = 10 dB). The performance of the proposed denoising autoencoder (DAE) was compared against a standard autoencoder (AE) and an LSTM autoencoder (LSTM-AE) under identical experimental conditions.
The evaluation metrics included accuracy, precision, recall, and F1-score. As noise intensity increased, the performance of conventional AE and LSTM-AE models degraded significantly due to their limited capability to suppress noise-induced distortions in sensor signals. In contrast, the proposed DAE maintained stable detection performance across all noise levels, demonstrating superior robustness.
These results confirm that the denoising mechanism enables the model to effectively extract fault-related features while suppressing noise, making it particularly suitable for multi-sensor systems and varying operating environments. This robustness is essential for real-world industrial fault diagnosis, where sensor noise and environmental uncertainty are unavoidable.
Figure 3 shows the performance measures for a machine learning model that is used to detect faults. The metrics represented here are pccuracy, precision, recall, and F1-score. The maximum accuracy is 98.33%, which indicates that the model classified the data correctly most of the time. The Precision is 97.23%, which represents that the model classified the positive cases correctly among all the positive cases that it classified. Recall is 97.66%, i.e., the model's ability to detect all optimistic examples properly. The F1-score, which balances exactness and recall, is 97.34%. Overall, the chart reflects high performance on all the metrics, which suggests that the model is highly reliable in fault detection tasks.
Figure 4 shows accuracy over 30 epochs of a machine learning model. Training accuracy (green line) grows very quickly and levels off at almost 100% by the 20th epoch. Validation accuracy (orange line) is similar, but it lags behind training accuracy throughout. This means that the model is generalizing extremely well to novel data but that there may be minor overfitting, in that the perfect execution isextremely marginally healthier on the exercise information compared to the authentication data. The perfect model is giving high accuracy on both training and validation, which shows its performance on the current task.
Figure 5 shows the cloud storage usage over time utilization over a period of 10 days (20 April to 29 April 29 2025). Storage usage is on the y-axis in megabytes (MB) and date on the x-axis. Storage usage runs amok with time with fluctuations. Maximum on 28 April 2025, at nearly 1000 MB storage utilized, and minimum appears to be around 23 April 2025, at below—400 MB levels. Variations suggest that storage is not a static but dynamic requirement, maybe because there are changing uploads, deletes, or data refreshes over the observation period. The chart is a simple method of viewing usage of cloud storage day to day.
Figure 6 shows the confusion matrix describes the fault detection model by checking the model's foretold tags against real tags. It states that the model identified 3324 faults as correctly classified True Positives and 3457 non-faults as correctly classified true negatives. There were 6 false negatives, in which the model inaccurately predicted no fault for real faults, and 11 false positives, in which the model inaccurately predicted fault for real no faults. Overall, the model is excellent at separating faults and non-faults with few misclassifications.
Figure 7 shows fault detection perfect. The FPR is 0.0421%, showing the proportion of non-faulty instances that were misclassified as faults by the model. The FNR is 0.0227%, showing the quantity of faulty examples that were not classified by the perfect as faults. The diagram indicates that FPR is fractionally greater than FNR and indicates that it is more possible for the model to incorrectly accuse normal cases of being faults over missing faults when they actually are. Both ratios are fairly small, and they indicate that the model works properly with little chance of misclassifying.
Figure 8 shows the system latency is plotted over 100 time steps in terms of the orange line with markers. The latency measurements in terms of milliseconds (ms) range from 100 to 300 ms over the course of the time period. From the above plot, it can be observed that the system does show some sort of variability in terms of latency with some spikes at non-systematic time intervals. This fluctuation could be attributed to many reasons, like congestion in the network, usage of the system, or the consumption of resources. The overall tendency is that although the system has a stable level of latency, there are some spikes every now and then that can be investigated or optimized further. During peak workloads or temporary network congestion, the cloud-based framework may experience short-term increases in latency, as reflected by occasional spikes in the latency profile. These variations are primarily caused by increased data transmission volume and shared cloud resource utilization. However, the overall latency remains within acceptable bounds for real-time industrial fault detection. The elastic nature of cloud infrastructure allows dynamic allocation of computational resources during high-load conditions, preventing sustained performance degradation and ensuring reliable operation in practical industrial deployments. In addition, the edge layer performs preliminary data preprocessing and filtering before transmitting sensor data to the cloud. This reduces unnecessary data transmission, resulting in bandwidth savings and faster response times. Consequently, the edge–cloud architecture improves scalability, responsiveness, and reliability in real-time industrial monitoring systems.
This sub-second latency enables timely fault identification and allows operators or automated control systems to initiate corrective actions without delay. Hence, the measured latency demonstrates that the proposed framework meets real-time industrial monitoring requirements and supports effective operational decision-making.
Figure 9 shows a machine learning model's exercise damage and validation damage over 30 epochs. The training loss drops extremely fast during the first few epochs and then plateaus at a small value, showing that the model is being learned well from the training dataset. The validation loss (orange line) comes down initially but is still slightly higher than the exercise loss, representing that the model is doing great on the validation set but not quite as ideally as on the training set. Both losses plateau after a few epochs, which means that the model has settled. But the very small difference in training and validation loss might be a small amount of overfitting, whereby the model is better on the exercise set than on unseen proof data.
Figure 10 shows the plot indicating the trade-off between exactness and recall at dissimilar verges for a classifier. Exactness is on the y-axis, and recall is on the x-axis. The curve begins with high precision and recall, which means that the model starts off well at detecting the positive class with minimal false positives. As recall grows, precision diminishes, as with more cases being identified as positive, including false positives. AUC appears as 9812, with excellent model performance, as values near 1 represent more precision-recall balance. This curve is especially helpful in imbalanced datasets, where one wishes to identify positive instances (e.g., faults in fault detection models).
Figure 11 shows the TPR, or the compassion, or the recall, versus the FPR at different classification thresholds. The FPR is marked on the x-axis, and the TPR is marked on the y-axis. The curve illustrates the performance of the model increasing as the threshold varies in such a way that it increases the sensitivity (TPR), but in the process, the FPR is also increased. The AUC (Area Under the Curve) is 0.9833, which is a high performance because values close to 1 indicate that the model has a good ability to discriminate between positive and negative classes. The dashed line is for a random classifier, and because the curve is well above this line, it means that the model performs significantly better than random guessing.
Table 1 presents a quantitative comparison between the proposed denoising autoencoder-based fault detection framework and conventional baseline methods in terms of accuracy, precision, recall, F1-score, and AUC. The results demonstrate that the proposed approach achieves superior detection performance and improved robustness under dynamic industrial operating conditions.
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Table 1 
Comparative performance summary of the proposed model and baseline fault detection methods.

4.2 Comparison with semi-supervised and self-supervised approaches
Although Table 1 compares the proposed model with traditional supervised and unsupervised baselines, it is important to contextualize the results with respect to semi-supervised and self-supervised approaches. Semi-supervised methods require labeled fault samples, which are often unavailable in industrial systems, while self-supervised techniques depend on pretext task formulation and stable operating conditions. The proposed unsupervised denoising autoencoder avoids these limitations by learning normal behavior exclusively from unlabeled data, enabling effective detection of previously unseen faults.
Figure 12 shows the real-time sensor value monitoring depicts the fluctuation of the sensor values with respect to time between 10:00 and 10:09. The x-axis is the timestamps with a difference of one second, and the y-axis is the sensor values from 0 to 100. The graph uses a shaded area plot for the sensor values at every timestamp with the line for the actual values. The oscillation of sensor values indicates the real-time character of the monitoring, as the sensor values vary as a function of time due to system states, faults, or environmental factors. This is a graph that is employable to monitor sensor performance and determine anomalies or trends in real-time data acquisition.
Figure 13 shows the Throughput Over Time graph, which is the curve of the change of network throughput in megabits per second (Mbps) over a sequence of time steps. Time steps 2.5 to 20 are on the x-axis and throughput 400 to 700 Mbps on the y-axis. Data is plotted as a dashed line with square markers for indicating the throughput at every time step. The narrative shows very high variability in throughput, with peaks and troughs at different time intervals, indicating time-varying data transfer rate fluctuation in the network. They can be due to network congestion, resource availability, or system loading. This needs to be monitored to study network performance and points of instability or inefficiency. In long-term industrial deployments, operating conditions and sensor behavior may evolve due to equipment aging, environmental changes, or process modifications. The proposed autoencoder-based framework supports adaptability by continuously learning normal system behavior from incoming data without requiring labeled fault samples. Periodic retraining or incremental updating of the model using recent fault-free data enables the system to adapt to evolving data distributions while maintaining detection accuracy. This adaptive capability ensures reliable fault detection performance under changing operational conditions during prolonged deployment.
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5 Conclusion
Cloud computing and artificial intelligence to achieve real-time fault detection using deep learning models and autoencoders. The framework suggested uses the power of cloud infrastructure in facilitating real-time monitoring through the reconstruction error of autoencoders for the identification of anomalies in sensors. With 99.35% fault detection accuracy, the system is more precise (99.49%), has a higher recall (99.48%), and has a higher F1-score 99.49% compared to conventional approaches. Integration with cloud computing enables the system to scale, handle a large volume of sensor data, and respond to dynamic and variable conditions in industrial settings. The approach enhances system reliability and availability and thus earns it the title of an essential tool for predictive maintenance. The model has been tested using experimental case studies, which provide its performance in practical industrial applications. The perfect not only improves work presentation but also reduces system downtime, offering a strong solution to fault detection. Enhancement of the model's flexibility through incremental learning and extension to multi-sensor systems will be addressed in future work. In addition, understandable AI (XAI) methods will be applied to recover the interpretability of the replica's results. Real-time deployment on larger and more complex platforms will be applied to further improve the scalability and robustness of the framework across various operating environments. Compared to semi-supervised and self-supervised fault detection methods, the proposed framework eliminates reliance on labeled data and pretext task design. This makes the approach more suitable for scalable and long-term industrial fault monitoring.
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